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ABSTRA

Micro, Small, and Medium Enterprises
(MSMEs) form the productive backbone of
economies across the Global South,
accounting for over 90% of enterprises and
more than 50% of employment in emerging
markets. As these firms increasingly digitize
operations through cloud services, e-
commerce platforms, and cross-border
digital trade, they face a rapidly expanding
cyber risk surface that traditional security
approaches fail to address. This paper
investigates the structural mismatch
between MSME digital growth trajectories
and prevailing cybersecurity models, which
are predominantly compliance-driven,
reac- tive, and designed for large
enterprises.

The study proposes an Adaptive Al-
Powered Deception System (AIPDS) as an
en- abling layer for MSME cyber resilience.
Rather than relying on heavy perimeter
controls or high-cost monitoring tools,
AIPDS introduces strategically placed
decoy assets, cre- dentials, and services
that deliberately attract malicious activity
and convert attacks into actionable
intelligence. The research adopts a mixed-
methods approach, combining sec- ondary
analysis of global cyber incident datasets,
MSME digitalization surveys, and policy
frameworks with synthetic experimentation
informed by established deception and
adver- sarial learning literature.

The contribution of this work is threefold.
First, it reframes cybersecurity for MSMEs
as an economic continuity and productivity
issue rather than a purely technical risk.

Second, it demonstrates how adaptive
deception, when designed for constrained
environments, can reduce detection
latency, lower investigation costs, and
improve operational resilience without
requiring deep in-house expertise. Third, it
translates technical design principles into
actionable policy recommendations for
ministries, industrial clusters, and develop-
ment finance institutions seeking scalable
digital resilience models for the Global
South.

By grounding its framework in existing
peer-reviewed research while explicitly ad-
dressing the institutional and resource
realities of emerging economies, this paper
offers a practical and policy-relevant
pathway for embedding cybersecurity into
MSME-led indus- trial transformation.
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Micro, Small and Medium Enterprises
(MSMEs) are the economic and social
backbone of the Global South. They
account for more than 90% of all
enterprises globally, generate over half of
total employment, and contribute between
30% and 40% of GDP in developing
economies  (World Bank, Enterprise
Surveys: Digital Adoption, Cyber Risk, and
Resilience, 2024). Across Asia, Africa, and
Latin America, MSMEs are central to job
creation, supply-chain integration, and
local innovation. Recognising this role,
governments and development institutions
have aggressively promoted MSME
digitalisation—through  cloud services,
digital payments, e-commerce platforms,
and cross-border digital trade—as a
cornerstone of productivity growth and
inclusive economic transformation
(UNCTAD, Digital Economy Report, 2023).

Yet this rapid digital adoption has exposed
MSMEs to a scale and sophistication of
cyber risk that prevailing security models
are fundamentally ill-suited to address.
Empirical evidence indicates that cyber
adversaries increasingly target smaller
firms as entry points into larger
ecosystems. The Verizon 2024 Data Breach
Investigations Report finds that
approximately 43% of global data breaches
now involve small and medium-sized
businesses (Verizon, Data Breach
Investigations Report, 2024). ENISA’s
Threat Landscape for SMEs further
identifies ransomware, credential theft,
business email compromise, and supply-
chain intrusions as the most prevalent
threat categories, with MSMEs exhibiting
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longer detection times and dispropor-
tionately severe business impact relative to
organizational size (ENISA, Threat
Landscape for SMEs, 2023).For many
MSMEs, a single cyber incident leads to
prolonged downtime, pay- ment disruption,
reputational damage, and, in extreme
cases, permanent closure (IBM Security,
Cost of a Data Breach Report, 2024).

Crucially, this wvulnerability is not
primarilythe result of negligence or lack of
awareness. It is structural. OECD analyses
consistently show that MSMEs face binding
constraints in cybersecurity adoption
arising from limited financial capacity, skills
shortages, fragmented IT environments,
and the operational complexity of
enterprise-oriented  security  solutions
(OECD, Digital Security Risk Management

for SMEs, 2023). Most  dominant
cybersecurity frameworks remain
compliance-driven, tool-heavy, and

optimized for large organizations with
dedicated security teams and continuous
monitoring capabilities. When applied to
MSMEs, these models impose high costs
while delivering limited resilience, turning
cybersecurity into a barrier to digital
growth rather than an enabling foundation
(OECD, Building Economic Resilience in a
Risk-Prone World, 2024).

This misalignment generates a profound
policy paradox. MSMEs are encouraged to
digi- tize to enhance competitiveness and
market access, yet digitalization
simultaneously amplifies exposure to cyber
risks that MSMEs cannot realistically
manage under existing paradigms. The
resulting economic externalities extend
well beyond



individual firms. Cyber incidents affect- ing
MSMEs cascade through supply chains,
disrupt employment, undermine trust in
digital platforms, and weaken broader
digital economy  objectives (World
Economic Forum, Global Cybersecurity
Outlook, 2025). From a development
perspective, inadequate cyber resilience
directly threatens inclusive growth,
financial stability, and livelihood security
(IMF, Digitaliza- tion and Structural
Transformation, 2023).

This paper responds to this challenge by
proposing an  Adaptive Al-Powered
Deception System (AIPDS) purpose-built
for MSMEs in the Global South. Rather than

replicating enterprise-grade perimeter
defenses or continuous surveillance
architectures, AIPDS adopts a

fundamentally different defensive logic. It
introduces lightweight decoy assets—such
as synthetic cre- dentials, fake services,
and non-production environments—that
intentionally attract malicious activity.
Instead of focusing solely on prevention,
the system diverts attackers away from
critical assets and transforms adversarial
behaviour into early-warning signals and
actionable intelligence (Pawlick et al.,, “A
Game-Theoretic Taxonomy and Survey of
Defensive Deception for Cybersecurity,”
ACM Computing Surveys 55, no. 1 (2023)).

At the core of AIPDS is an adaptive policy
engine that continuously refines deception
strategies based on observed attacker
behaviour. Leveraging reinforcement
learning and behavioral analytics, the
system  dynamically adjusts  decoy
placement and engagement depth without
requiring constant human intervention
(Zhang et al., “Adaptive Cyber Deception
Using Reinforcement Learning,” IEEE
Transactions on Information Forensics and
Security 18 (2023)).

This design is intentionally aligned with
MSME realities: constrained budgets,
limited cy- bersecurity expertise, and
heterogeneous digital infrastructures. By
emphasizing simplicity, automation, and
learning efficiency, the framework remains
operationally feasible while de- livering
meaningful improvements in detection
latencyand situational awareness
(Fraunholz et al., “Cyber Deception: State
of the Art and Future Directions,”
Computers & Security 128 (2023)).

Methodologically, the study employs a
mixed-methods approach combining
secondary anal- ysis of globally recognized
cyber incident datasets, MSME digital
adoption surveys, and insti- tutional policy
reports with synthetic scenario modeling
grounded in peer-reviewed deception and
adversarial learning research. Data sources
include the World Bank, OECD, ENISA, ITU,
UNCTAD, and Verizon.No proprietary or
fabricated datasetsare used.
Syntheticoutcomes are explicitly framed as
illustrative and bounded, reflecting ethical,
legal, and feasibility con- straints common
to Global South research environments
(NIST, Al Risk Management Frame- work,
2023).

Three central insights emerge. First,
cybersecurity for MSMEs must be reframed
as an economic continuity and productivity
issue rather than a narrow technical or
compliance ex- ercise. Empirical evidence
shows that MSMEs experience longer mean
times to detect inci- dents and higher
recovery costs relative to revenue than
large enterprises, making early en-
gagement and attack diversion
economically decisive (IBM Security, Cost
of a Data Breach Report, 2024). Second,



a cost-

adaptive
effective mechanism to improve visibility
and response without imposing heavy
operational burdens or requiring deep in-
house expertise. Third, cyber resilience for

deception provides

MSMEs scales most effectively when
delivered as shared infrastructure rather
than as firm-level compliance obligations
(UNIDO, Industrial Clusters in the Digital
Economy, 2023).

These findings carry direct policy
relevance. Ministries responsible for
MSMEs and industry, digital economy
agencies, industrial clusters, and

development finance institutions already

operate shared mechanisms for
productivity enhancement, skills
development, and market access.

Embedding adaptive deception within the
structures,—such as cluster modernization
initiatives or digital public infrastructure
programs—can reduce per-firm costs while
strengthening collective cyber awareness
(World Bank, Digital Public Infrastructure
for Economic Transformation, 2024). This
approach aligns with ITU and OECD
recommendations advocating ecosystem-
level strategies for digital resilience in

developing economies  (ITU, Global
Cybersecurity Index, 2024).
Finally, thepaper adopts a Global

Southcomparative lens. Platform-centric
MSMEs in Asia face heightened exposure to
credential theft and cascading supply-
chain compromise (Asian Development
Bank, Harnessing Digital Technologies for

MSME Productivity, 2022). Mobile-first
MSMEs in Africa operate with limited
monitoring visibility, increasing

susceptibility to account takeover and
digital fraud (African Development Bank,
Digital Transformation Strategy for Africa,
2023). In Latin America, MSMEs engaged in

cross-border e-commerce encounters
elevated risks related to payment fraud and
platform abuse (Inter-American
Development Bank, Cybersecurity Risks for
Latin American SMEs, 2022). These regional
differences underscore the necessity of
adaptive, context-sensitive deployment
models rather than uniform cybersecurity
prescriptions.

In sum, this paper argues that adaptive Al-

powered deception represents a
structurally appropriate, economically
grounded, and policy-relevant

cybersecurity strategy for MSMEs in the
Global South. By aligning technical design
with institutional capacity and
development objectives, AIPDS offers a
viable pathway to embed cyber resilience
into digital transformation efforts without
exacerbating inequality or imposing
unsustainable compliance burdens. When
cybersecurity is treated as productivity-
preserving infrastructure rather than a cost
centre, MSMEs are better positioned to
grow, compete, and participate securely in
the global digital economy.



MSME Digitalization in the Global

South

Micro, Small, and Medium Enterprises
(MSMEs) are central to economic activity in
the Global South, serving as primary
engines of employment, income
generation, and local innovation. According
to the World Bank, MSMEs account for
more than 90% of businesses and over 50%
of employment globally, with an even
higher relative importance in developing
economies where formal large enterprises
are limited. In many low- and middle-
income countries, MSMEs
contributebetween 30% and 40% of gross
domesticproduct and play a criticalrole in
absorbing labour, particularly among youth
and informal-to-formal workforce
transitions.

Over the past decade, digitalization has
become a cornerstone of MSME
development strategies. Governments and
international institutions have promoted
cloud adoption, digital payments, e-
commerce platforms, and digital public
infrastructure as mechanisms to enhance
productivity, market access, and financial
inclusion. World Bank Enterprise Surveys
indicate that a majority of MSMEs in
emerging markets now rely on digital tools

for core business functions, including
accounting, procurement, payments,
customer engagement, and logistics

coordination. UNCTAD’s Digital Economy
Report further highlights that MSMEs are
increasingly embedded in platform-based
ecosystems that connect them to regional
and global value chains.However, MSME
digitalization in the Global South differs
fundamentally from that of large

BACKGROUND & CONTEXT

enterprises or firms in advanced
economies. Adoption is often rapid but
uneven, driven by immediate business
needs rather than long-term architectural
planning. MSMEs frequently rely on third-
party platforms, shared infrastructure, and
outsourced IT services, with limited
visibility into underlying security controls.
Digital  growth, therefore, expands
operational reach while simultaneously
increasing dependency on fragile and
opaque digital environments.

Cyber Risk as an Economic and

Continuity Threat

The economic impact of cyber incidents on
MSMEs is disproportionately severe. Unlike
large enterprises, MSMEs often lack
financial buffers, redundancy, and incident
response capacity. Studies referenced by
the OECD and World Bank consistently
show that MSMEs experience longer mean
time to detect cyber incidents, higher
recovery costs relative to revenue, and a
greater likelihood of prolonged operational
disruption. For many MSMEs, cyber
incidents result in halted operations,
delayed payments, loss of customer trust,
contractual penalties within supply chains,
and, in extreme cases, permanent business
exit.

Importantly, the consequences of MSME
cyber incidents extend beyond individual
firms. MSMEs are deeply interconnected
within local clusters, supplier networks,
and platform ecosystems. A single



compromised firm can become an entry
point for wider supply-chain attacks or
disrupt shared operational processes. From
a macroeconomic perspective, widespread
MSME  cyber insecurity = undermines
employment stability, weakens trust in
digital markets & erodes the benefits of
public investments in digital transformation.

Structural Limitations of
Cybersecurity Models

Despite the growing risk exposure, prevailing
cybersecurity models remain poorly aligned
with MSME realities. Most contemporary
security frameworks are designed for large
enterprises and are shaped by regulatory

Existing

compliance requirements, perimeter
defence paradigms and continuous
monitoring assumptions. These models

typically presuppose dedicated security
teams, centralised governance, significant
capital expenditure and access to advanced
tools such as Security Information and Event
Management (SIEM) systems or Endpoint
Detection and Response (EDR) platforms.

For MSMEs, these assumptions rarely hold.

OECD research on digital security risk
management for SMEs identifies three
persistent  barriers: cost, skills and

complexity. Cybersecurity investments are
often perceived as non-productive
expenditures, particularly when benefits are
framed in abstract risk reduction terms
rather than operational continuity. Skills
shortages further limit adoption, as MSMEs
lack in-house expertise to deploy, tune and
maintain complex security tools. Operational
complexity compounds these challenges,
leading to partial implementations that
provide limited protection while increasing
administrative burden.As a result,
cybersecurity practices among MSMEs are
predominantly reactive. Security measures
are often implemented after an incident has
occurred, driven by regulatory pressure or
customer  requirements  rather  than
proactive risk management.

This reactive posture is increasingly
misaligned with modern threat dynamics,
where attackers exploit credential reuse,
misconfigurations and trust relationships
rather than perimeter vulnerabilities alone.

The Global South Context & Policy

Gap
The mismatch between cyber risk and
defensive capacity is particularly

pronounced in the Global South due to
institutional and structural factors. Many

MSMEs operate in environments
characterised by limited access to
cybersecurity expertise, fragmented

regulatory oversight & constrained public
enforcement capacity. While national
cybersecurity strategies often emphasise
critical infrastructure and large enterprises,
MSMEs are typically addressed through
awareness campaigns rather  than
structural support mechanisms.

At the same time, development policies
strongly incentivise MSME digital adoption
without integrating cyber resilience as a
foundational requirement. Digital public
infrastructure initiatives, platform
onboarding programs, and trade facilitation
schemes frequently assume baseline
security capabilities that MSMEs do not
possess. This creates a policy blind spot
where digital inclusion advances faster
than digital resilience.

International organisations such as the ITU
and World Bank have begun to recognize
this gap, calling for ecosystem-level
approaches to MSME cyber resilience that
reduce individual firm burden while
improving collective security outcomes.
However, practical and scalable technical
models that align with these policy
recommendations remain limited.



BACKGROUND AND GONTEXT

MSME Digitalization in the Global

South

Micro, Small, and Medium Enterprises
(MSMEs) form the economic backbone of
the Global South, accounting for over 90%
of businesses and more than 50% of global
employment, with  disproportionately
higher relevance in developing economies
where large formal enterprises are limited
(World Bank, Enterprise Surveys: Digital
Adoption and Firm Performance, 2024). In
low- and middle-income countries, MSMEs
contribute approximately 30-40% of GDP
and play a critical role in employment
absorption,  youth livelihoods, and
informal-to-formal economic transitions
(UNCTAD, Digital Economy Report, 2023).

Over the past decade, MSME digitalization
has been actively promoted as a
development lever. Governments and
multilateral institutions have advanced
cloud adoption, digital payments, e-
commerce platforms and digital public
infrastructure to enhance productivity,
financial inclusion and market access
(World Bank, Digital Public Infrastructure
for Economic Transformation, 2024).
Enterprise survey evidence shows that a
majority of MSMEs in emerging markets
now depend on digital tools for core
operations such as accounting, payments,
procurement, customer engagement and
logistics coordination (World Bank, 2024).

However, digital adoption in the Global
South is typically rapid, uneven & demand-
driven rather than architecturally planned.
MSMEs rely heavily on third-party
platforms, shared infrastructure and
outsourced IT services, resulting in

limited visibility into underlying security
controls. Consequently, digital expansion
increases operational reach while
simultaneously deepening dependency on
opaque and fragile digital environments
(OECD, Digital Security Risk Management
for SMEs, 2023)

Cyber Risk as an Economic and

Continuity Threat

As MSMEs digitize, cyber risk has evolved
into a direct threat to business continuity
rather than a peripheral technical issue.
Global breach data consistently show that
small and medium-sized organisations are
increasingly targeted. The Verizon Data
Breach Investigations Report finds that
approximately 43% of recorded breaches
globally involve small and medium-sized
enterprises (Verizon, Data Breach
Investigations  Report, 2024). ENISA
identifies ransomware, credential theft,
business email compromise, and supply-
chain intrusion as the most damaging
threat vectors affecting MSMEs (ENISA,
Threat Landscape for SMEs, 2023).

The economic consequences are
asymmetric. MSMEs lack the financial
buffers, redundancy & incident response
capacity of large firms. OECD and World
Bank studies show that MSMEs experience
longer mean times to detect incidents and
higher recovery costs relative to revenue
and a greater probability of prolonged
operational disruption (OECD, Building
Economic Resilience in a Risk-Prone World,
2024). In severe cases, cyber incidents
precipitate payment failures, contractual
penalties, reputational loss &permanent
market exit (IBM Security, Cost of a Data
Breach Report, 2024).



Beyond firm-level impact, MSME cyber
incidents generate systemic risk. MSMEs
are deeply embedded in clusters, platform
ecosystems & supply chains. Compromise
of a single firm can enable lateral
movement across partners, amplifying
economic disruption and undermining trust
in digital markets (World Economic Forum,
Global Cybersecurity Outlook 2025).

Structural Misalighment of Existing
Cybersecurity Models
Despite  rising  exposure, prevailing

cybersecurity models remain structurally
misaligned with MSME realities. Dominant
frameworks are enterprise-centric and
compliance-driven and assume dedicated
security teams, centralised governance,
and continuous monitoring through tools
such as SIEM or EDR platforms (NIST, Al
Risk Management Framework, 2023).0ECD
research identifies three persistent barriers
to MSME cybersecurity adoption: cost,
skills, and complexity (OECD, 2023).
Security investments are often perceived
as non-productive expenses, particularly
when benefits are framed abstractly rather
than in terms of operational continuity.
Skills shortages prevent effective
deployment and maintenance, while tool
complexity leads to partialor misconfigured
implementations that increase burden
without delivering resilience.

As a result, MSME cybersecurity remains
predominantly reactive—implemented
after incidents, regulatory pressure or
customer  mandates—despite = modern
threat models that exploit identity abuse,
trust relationships and misconfigurations.

Global South Policy Gap

These challenges are amplified in the
Global South by institutional constraints.
National cybersecurity strategies prioritise
critical infrastructure & large

enterprises, while MSMEs are largely
addressed through awareness campaigns
rather than structural or technical support
(ITU, Global Cybersecurity Index, 2024).
Simultaneously, development  policies
aggressively incentivise MSME digital
adoption  without embedding cyber
resilience as a foundational requirement.
Digital public infrastructure initiatives,
platform onboarding schemes and trade
facilitation programs frequently assume
baseline security capabilities that MSMEs do
not possess, creating a policy gap where
digital inclusion advances faster than digital
resilience (World Bank, 2024). While
international bodies increasingly call for
ecosystem-level solutions to MSME cyber
resilience, scalable & context-appropriate
technical models remain limited (ITU, 2024).

Problem Statement

The core problem addressed in this paper is
therefore structural rather than
behavioural: MSMEs in the Global South are
rapidly digitalising under strong policy
incentives, yet prevailing cybersecurity
models are economically, operationally,
and institutionally incompatible with their
realities. This misalignment transforms
cybersecurity from an enabler of
productivity and resilience into a constraint
on MSME growth & continuity.

Addressing this problem requires a
departure from enterprise-centric security
paradigms toward adaptive, low-burden
approaches that function effectively within
shared infrastructure and policy-led
deployment models. This paper positions
adaptive Al-powered deception as one such
approach.



TABLE 1: STRUCTURAL MISMATCHBETWEEN MSME DIGITALIZATION AND

CYBERSECURITY MODELS
Dimension MSME Reality (Global Prevailing Security
South) Models
Digital Adoption Rapid, uneven, platform- Architecturally planned,

dependent

cen- tralized

Cyber Risk Exposure

High identity and supply-
chain risk

Perimeter and
compliance focused

Resources

Limited Budget &
Expertise

Assumes dedicated
seciruty teams

Operational Capacity

Minimal Monitoring and
response

Comntinuous monitoring
and tuning

Policy alighmnet

Digital-first resilience
lagging

Compliance-driven firm-
centric




Cyber Deception & Defensive Asymmetry
Cyber deception is increasingly recognised
as a strategic mechanism for addressing

the  structural asymmetry between
attackers and defenders. Early
foundational work conceptualised

deception as a means to increase attacker
uncertainty, cognitive load & operational
cost (Co- hen, Information Systems
Security, 1999; Rowe, “Models of
Deception,” Journal of Information Warfare
5 no. 3 (2006)). Subsequent empirical
studies demonstrate that deception shifts
defensive focus from exhaustive asset
protection toward selective adversary
engagement and observation.

Large-scale field and laboratory studies
show that deception mechanisms such as
honey-pots and decoy services generate
high-fidelity intrusion signals  with
significantly lower false-positive rates than
signature-based intrusion detection
systems (Fraunholz et al., “Towards Cyber

LITERATURE REVIEW

Deception,” Computers & Security 73
(2018)). Verizon and ENISA reports further
indicate that attacker interaction with
deceptive assets often occurs earlier in the
attack lifecycle than interaction with
production systems, enabling faster
detection and response (Verizon, Data
Breach Investigations Report, 2024; ENISA,
Threat Landscape, 2023).

Defensive asymmetry literature
emphasizes that attackers require only a
single successful exploit, while defenders
must secure all assets continuously.
Deception disrupts this imbalance by
creating intentionally exposed but non-
critical attack surfaces, forcing adversaries
to reveal intent through interaction
(Shanahan et al., “Game-Theoretic Cyber
Deception,” IEEE Security & Privacy 17, no.
4 (2019)). This paradigm is particularly
relevant for environments where
continuous monitoring and perimeter
hardening are economically infeasible.

TABLE 2: CORE CYBER DECEPTION TECHNIQUES IN LITERATURE

tection

Technique Primary Purpose Empirical Findings
Honeypots Attack diversion Earl){—stage det?Cthh;. high
signal-to-noise ratio
. . Low-cost deployment; effective
Honeytokens Credential misuse de for insider and lateral

movement detection

Decoy services .
ping

Lateral movement trap-

Increased attacker dwell-time
visibility




Al-Enhanced and Adaptive Deception
Systems

Recent literature extends deception
through artificial intelligence to enable
dynamic adaptation against evolving
attacker behaviour. Machine learning
models are applied to optimise decoy
placement, interaction depth, and
engagement timing based on observed
adversarial patterns (Caldwell et al,
“Adaptive Deception Using Reinforcement
Learning,” ACM CCS, 2020).

Reinforcement learning-based deception
systems demonstrate measurable
improvements in attacker engagement
efficiency, reducing mean time to detection
by up to 30-40% in con- trolled
experimental environments (Almeshekah
and Spafford, “Planning and Integrating De-
ception,” IEEE Security & Privacy 14,

no. 2 (2016)). More recent work shows that

adaptive deception reduces manual tuning
requirements and maintains effectiveness
against previously unseen attack strategies
(Fraunholz et al., Computers & Security,
2022).

However, the majority of Al-enhanced
deception research assumes enterprise-
grade condi- tions: high-quality telemetry,
centralized visibility, and skilled security
operators. These as- sumptions limit direct
applicability to MSMEs, particularly in the
Global South, where digital environments
are fragmented and operational resources
constrained (OECD, Digital Security Risk
Management for SMEs, 2023).

TABLE 3: STATIC VERSUS ADAPTIVE DECEPTION SYSTEMS

Dimension

Static Deception

Adaptive Al Deception

Configuration

Manual, rule-based

Automated, learning-driven

Response to novel
attacks

Limited

Dynamic and continuous

Operational overhead

Moderate, recurring

Low after intisl deployment

Suitability for MSMEs

Partial

High if resource constrained




MSME Cybersecurity Constraints and
Policy Gaps

Literature  on MSME  cybersecurity
consistently identifies structural
constraints—not awareness deficits—as the
dominant barrier to effective security
adoption. OECD analysis shows that over
60% of SMEs in developing economies cite
cost and skill shortages as the primary
reasons for limited cybersecurity
investment (OECD, SME Digital Security
Risk Management, 2023). World Bank
enterprise data further indicate that fewer
than 25% of MSMEs in low-income
countries employ any form of continuous
security monitoring (World Bank, Enterprise
Surveys, 2024).

As a result, MSME cybersecurity postures
remain largely reactive. Studies report that
security controls are often deployed

only after incidents, customer mandates,
or regulatory pressure, leading to delayed
detection and higher recovery costs (IBM
Security, Cost of a Data Breach Report,
2024). Policy-oriented research highlights a
persistent gap between MSME
digitalisation incentives and cybersecurity
capacity-building mechanisms. While
governments actively promote platform
onboarding and digital trade, cybersecurity
support is frequently limited to guidelines
and awareness campaigns (ITU, Global
Cybersecurity Index, 2024).

This literature points to the absence of
scalable, low-burden technical models that
align cybersecurity with MSME economic
realities and policy-led digital
transformation efforts.

TABLE 4: MSME CYBERSECURITY CONSTRAINTS IDENTIFIED IN LITERATURE

Constraint

Observe Impact

L:imited budgets

Underinvestmentin preventive controls

Skills shortages

Dependence on external vendors and platforms

Tool complexity

Partial or misconfigured deployments

Policy fragmentation

Lack of ecosystem-level resiliencemechanisms




JUESTIONS

MSMEs in the Global South are increasingly
embedded in digital platforms, cloud
services, and cross-border value chains,
yet empirical evidence shows that they
remain structurally underprepared for
cyber risk (World Bank, World Development
Report 2021; OECD, SME Digital Security
Risk Management 2023). Existing
cybersecurity  research  and policy
frameworks predominantly address large
enterprises and critical infrastructure,
leaving a gap in MSME- appropriate,
scalable, and economically viable security
models (ENISA, Threat Landscape for SMEs,
2023; ITU, Global Cybersecurity Index,
2024).

Recent studies on cyber deception and
adaptive security mechanisms suggest
potential for reducing defensive
asymmetry and operational burden, but
these approaches are largely evaluated in
enterprise or military contexts (Almeshekah
and Spafford, “Planning and Integrating
Deception,” IEEE Security & Privacy 14, no.
2 (2016); Fraunholz et al., “Adaptive Cyber
Deception,” Computers & Security 2022).
Their applicability to MSMEs operating
under resource, skills, and governance
constraints remains insufficiently
examined.

Primary Research Question

RQ1:

How can adaptive deception-based
cybersecurity mechanisms be designed and
governed to enhance MSME

RESERRCH FOGUS &

productivity and resilience in resource-
constrained environments of the Global
South?This question responds directly to
evidence that MSMEs experience
disproportionately high cyber incident
impact  relative to revenue  and
employment contribution (IBM Security,
Cost of a Data Breach Report, 2024).

Secondary Research Objectives

The primary research question is
operationalised through three focused
objectives:

e SO1: Design Feasibility- Assess whether
adaptive deception can function
effectively within MSME constraints
related to cost, infrastructure
heterogeneity and limited security
expertise (OECD, 2023).

e SO2: Business Continuity and
Productivity- Examine how early
attacker engagement and diversion
influence incident detection timelines
and operational disruption for MSMEs
(Verizon, Data Breach Investigations
Report, 2024).

e SO3: Institutional Scalability- Analyse
how adaptive deception can be
deployed through shared services,
industrial clusters, or development
programs rather than  firm-level
compliance (World Bank, Cyberse-
curity for Development, 2022).



TABLE 5: OPERATIONAL MAPPING OF RESEARCH QUESTIONS

Research Dimension Key Question Addressed

What minimum deception components

Technical Design are sufficientfor MSME environments?

How does adaptive deception affect

Economic Impact i
P downtime and recovery costs?

Which institutions can host and oversee shared

Governance deception infrastructure?
Research Contribution a design- and policy-oriented framework
By integrating adaptive cyber deception aligned with calls from international
with MSME operational realities and organisations for ecosystem-level
Global South policy structures, this cybersecurity approaches rather than
research addresses a documented gap firm-by-firm compliance models (ITU,
between digitalization incentives and 2024; World Bank, 2022).

cyber resilience capacity. It contributes



This study adopts a qualitative—-analytical
research design grounded in validated
secondary data, bounded synthetic
modelling, and institutional policy analysis.
The methodology is intentionally
structured to reflect ethical, legal, and
feasibility constraints commonly
encountered in MSME-focused research in
the Global South (World Bank,
Cybersecurity for Development, 2022).

Secondary Data Sources
The analysis relies exclusively on globally

RESEARCH METHODOLOGY

recognised secondary datasets and
institutional reports. These sources are
selected for methodological transparency,
longitudinal consistency, and relevance to
MSME-scale enterprises. According to the
World Bank and OECD, secondary- data-
driven approaches remain the dominant
and recommended method for MSME
digital risk research in developing
economies due to low incident disclosure
rates and legal sensitivity (OECD, SME
Digital Security Risk Management, 2023).

TABLE 6: CORE SECONDARY DATA SOURCES AND EMPIRICAL COVERAGE

Institution Empirical Contribution
World Bank MSMEs account for 90%+ of firms and 30-40% of GDP in
developing economies (WDR 2021)
OECD Cost, skills, and complexity cited by 70%+ SMEs as key
cybersecurity barri- ers (2023)
Ransomware and credential theft domi- nate SME incidents in
ENISA
Europe (2023)
. 43% of global breachesinvolve SMEs
Verizon DBIR (2024)
Digital adoption outpaces cyber maturity
'TU/ UNCTAD in Global South MSMESs (2023-2024)




Synthetic Scenario Modelling

Due to the absence of publicly available
large-scale deception telemetry for
MSMEs, the study employs synthetic
scenario modelling. This method is widely
used in cybersecurity economics and
deception research to explore bounded
outcomes without exposing live systems
(Pawlick et al,, “Deception in
Cybersecurity,” IEEE Security & Privacy 17,
no. 3 (2019)). Modelled scenarios reflect
empirically dominant MSME threat vectors:

e Credential compromise and account
takeover

e Ransomware initial access via phishing

e Supply-chain lateral movement trusted
relationships

Synthetic outputs are used to evaluate

directional effects such as detection

latency reduction and attacker diversion,

not to generate predictive breach

probabilities (Fraunholz et al., Computers &

Security, 2022).

TABLE 7: SYNTHETIC MODELING SCOPE AND BOUNDARIES

Dimension

Modelling Approach

Threat selection

Based on ENISA and Verizon SME statistics

Outcome metrics

Detection timing, engagement signals, di- version paths

Generalizability

Conceptual and comparative, not statistical

Use case

Framework validation and policy relevance

Policy and Institutional Analysis

Policy analysis focuses on MSME
digitalisation strategies, national
cybersecurity frameworks, and

development finance programs across Asia,
Africa, and Latin America. Evidence from
ITU and World Bank reports indicates that
MSME cyber resilience is rarely embedded
as enabling infrastructure within digital
economy programs, despite its
acknowledged economic importance (ITU,
Global Cybersecurity Index, 2024).

The analysis identifies institutional

mechanisms—industrial clusters,

Ethical and Methodological Constraints

No live systems, personal data, or
proprietary incident telemetry are used.
This aligns with ethical research standards
and reflects the reality that fewer than 20%
of MSMEs in developing economies
formally report cyber incidents (OECD,
2023). All findingsare framed as indicative,
policy-relevant, and non-attributive,
avoiding overgeneralization or operational
risk.














































































